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1. O6mme moJ1o:KeHUs1

1.1.

1.2.

1.3.

1.4.

1.5.

[Tonutuka napopMmarmonHoi 6ezonacuoctu (nanee — [lonutuka/ [1b) onpeaensier uenu u 3agauu
cUCTeMbl obecriedeHus WH(OPMAalMOHHONM O€30MaCHOCTH M yCTAaHABJIMBAeT COBOKYIHOCTH
MIPaBUIIL, POLIEYP, MPAKTUIECKUX MPUEMOB, TPEOOBAHUH U PYKOBOISAIINX MPUHIIUIIOB B 00JIACTH
nH(pOpMAIMOHHOW 0€30MacHOCTH, KOTOPBIMH PYKOBOJCTBYIOTCS paOOTHHKHK [ OCynapcTBEHHOTO
O0JKETHOT'O JIOLIKOJIBHOIO 00pa30BaTEeNbHOIO YUPEKICHUS JETCKOro caja
No 55 Tlpumopckoro paitona Cankt-IlerepOypra (manee — 'BAOY), npu ocyiiecTBieHUN CBOCH
JESITEIbHOCTH.

OcnoBHo#t nenbto Ilomutuku sBrsercs 3ammra uHdopmauuu I'BJIOY npu ocyuiecTBieHUH
YCTaBHOW [NIESATENBHOCTH, KOTOpas MpPeayCMaTpUBACT NMPUHATHE HEOOXOAMMBIX MEp B IIEINAX
3aUThl MH(GOpMAMU OT CIy4allHOrO WJIM NpeTHAMEPEHHOTO0 W3MEHEHMs, PAacCKPBITUS WIIH
YHUYTOXKEHHUS, a TakKe B IeniX CcoOMoAeHUsT KOH(MUACHIUAIBHOCTH, LEIOCTHOCTH U
JIOCTYIMHOCTH MH(OpMaIuH, o0ecTieYeHHs MpoLecca aBTOMAaTH3UPOBAHHOW 00pabOTKU JTaHHBIX
B YIPABJICHHH.

[Tonutuka pa3zpaborana B coorBeTcTBUH c: DenepanbHbIM 3akoHOM OT 27 utonsg 2006r. Ne 149-
@3 «O6 wuHpopmanuy, HHPOPMAIMOHHBIX TEXHOJOTUAX U O 3aluTe HHPOpMAIUNY,
®denepanbHbIM 3aK0H OT 27 utojist 2006r. Ne 152-D3 «O nepcoHanbHbIX JaHHBIX», DenepaabHbIM
3akoH oT 10 suBaps 2002r. Ne 1-®3 «OO6 nsnexkTpoHHOH HM(POBOM moamucH», YKa3zoM
[Ipesunenra Poccuiickoir @enepanuu ot 6 mapra 1997r. Ne 176 «O6 yrBepxkaenun [lepeuns
cBeneHU KoH(puaeHmanpHoro xapakrepa», I[loctanoBinenuem IlpaBurenscrBa PO

Ne781 or 17.11.07r. «OO0 yTBepKIeHUU TMONOKEHUS 00 obecreueHun O€30MacHOCTH
MEPCOHANBHBIX JaHHBIX TpU UX 00paboTke B MH(POPMAIMOHHBIX CHCTEMAax MEPCOHAIBHBIX
naHHbIX», [loctanopiienne IlpaButenbctBa PD Ne 687 ot 15.09.08r. «OO6 yTBepkIeHUU
[TonoxkeHuss 00 OCOOEHHOCTSIX OOpaOOTKH TEPCOHANBHBIX JAHHBIX, OCYIIECTBIsAEMON 0e3
MCTIOJIb30BaHMsI CPEJICTB aBTOMATH3AIMI a TAKXKE PSAAOM HHBIX HOPMATUBHBIX IPAaBOBBIX aKTOB
B cdepe 3auThl HHOpMaluu.

OTBETCTBEHHOCTH 32 COONIOZICHHE MH(GOPMAIIMOHHON 0€30MacHOCTH HECeT KKl COTPYIHHUK
I'BIOY. Ha nut, paboTaronux mo 10roBopam rpakIaHCKO- MPABOBOI'0 XapakTepa, MOJ0KEHUS
HACTOAMIEH MONUTHUKH PACIIPOCTPAHSIOTCA B Cydae, eCid 3TO 00YCIIOBICHO B TAKOM JIOTOBOPE.

B Ilonutrke NCOAB3YOTCS CIEAYIOIIUE TOHSATHS:
Nudopmannonnas OezonmacHocts opranumsaumum (MB) opraHuzanuu:  COCTOSIHHUE
3aLIUIEHHOCTH HHTEPECOB OPraHU3aIMK B YCIOBUAX YTpO3 B MHPOPMALIMOHHOM cdepe.
O0bexkT 3amuTbl uHGopMauuu: uHHPOpMAIUS WIM HOCUTENIb HUH(POpMalUU, WU
MH(OPMAIIMOHHBIN TIpoIiecc, KOTOPYIO(blil) HEOOXOAMMO 3aIUIIATh B COOTBETCTBUU C IENbIO
3aIUThl HH()OPMAITUH.
3amumaemblii npouecc (MHPOPMANMOHHOI TEXHOJOIMH). TPOILECC, HCIOIb3YEMbIH B
WH(POPMAITMOHHOW TEXHOJOTUM I O0OpabOTKM 3amuniaeMor MH@popManuu ¢ TpeOyeMbIM
YPOBHEM €€ 3allUIICHHOCTH.
Hapymenne uHdopManuoHHOH  0e30MaCHOCTH  OPraHM3alMM.  CIy4ailHOE  WIH
MpeIHAMEPEHHOE HEMpaBOMEpHOE JeicTBHE (U3UYECKOro muia (cyObekTa, OObEeKTa) B
OTHOLIEHUU aKTUBOB OpPTaHU3aINH, CIEICTBUEM KOTOPBIX SIBJISAETCS HapylleHHe 0€301MacHOCTH
uHpOpMaIuu Npu ee 00paboTKe TEXHUYECKHMMH CPEACTBAMH B MH(POPMALMOHHBIX CHCTEMaX,
BBI3BIBAIOIIICE HETATHBHBIC TTOCIEACTBUA (YIIepO/Bpe) Il OpraHUu3aIlHH.
Ypesbruaiinas curyanust (UC): o6ctaHOBKA Ha ONpeAETICHHON TEPPUTOPUN MIIH aKBATOPHH,
CJIOKUBIIASACS B PE3YJIbTATe aBapUH, OTIACHOT'0 IPUPOIHOTO SIBJICHUS, KaTaCTPO(bI, CTUXHITHOTO
WJIM UHOTO O€CTBHSI, KOTOPhIE MOT'YT ITOBJI€Yb WIJIM MOBJIEKIN 32 COOO0M YenoBeYecKue KepTBbI,
yiep6 370pOBBIO JIIOJIEH MM OKpYKaloIlel MPUPOIHON cpere,



3HAYMUTEINIbHBIC MATEPUAIIbHBIE IOTEPU U HAPYILIEHHUE YCIOBUM JKU3HEACATENbHOCTH JIFO ICH.
Nuuuaent uHgopManuoHHON 0€30MaCHOCTH: JTI000€ HENIPEABUICHHOE WM HEXEIaTeIbHOEe
coOBITHE, KOTOPOE MOXKET HAPYIIUTh NEATENBHOCTh WM HH(POPMAIMOHHYIO 0€30MacHOCTb
(yrpara ycmyr, o0OpyAOBaHHS HJIM YCTPOMCTB; CUCTEMHBbIE COOM WM TNEPErpy3Kd; OLIHMOKU
MOJIb30BATEJNICH; HECOOJIIOICHUE MTOJIMTHKHU WIIH peKoMeHaamui mo b; Hapymenue ¢puzndeckux
Mep 3alIUThl; HEKOHTPOIUPYEMbIE U3MEHEHHS CHCTEM; COOM MPOrpaMMHOI0 OOECTCUeHHS U
OTKa3bl TEXHUUECKUX CPEACTB; HAPYILIEHUE MPAaBUJII JOCTYIA).

1.6. B ITonuTrKe UCIONB3YIOTCS CIIEAYIOINE 0003HAYCHUS U COKPAIIEHHSI

APM ABTOMaTH3UPOBAHHOE paboyee MECTO

AC ABTOMaTU3UpPOBAaHHAs CUCTEMA

I'BAOY lNocynapcTBeHHOE OI0JIKETHOE TOIIKOJIbHOE 00pa30BaTeNIbHOE
yapexaenue aerckuii cag Ne 55 TIpumopckoro paitona Cankt-IletepOypra

b WudopmanmonHas 6e30macHOCTh

np WNHupopmanimonnslii pecypce

ncC NudopmarmonHas cucrtema

nuT WHpopmanmoHHbIE TEXHOIOTHH

HCJ HecankimonupoBaHHbIN OCTYII

OK3 Opran kpunrorpaduyeckoil 3aiuThl

1o [Iporpammuoe obecnieueHue

CK3H1 CpenctBo kpuntorpaguaeckoi 3anuTel HHGOpMaIuu

CYUb Cucrema ynpasieHHus HHPOPMAITHOHHON 0€30MacHOCThIO

2. Ilesb ¥ 32Ja4H MOJIUTHKH HHGOpPMALMOHHOH 0e30MaACHOCTH
2.1. OcHoBHBIMU LIeNsAMU TTOUTHKU VB sBNISIOTCS:

COXpaHEHHE KOH(UACHIIMAIBHOCTH KPUTUYHBIX HUH()OPMALIMOHHBIX PECYPCOB;

obecrieyeHne HeMpepbIBHOCTH 10CTyIa K HHPpopMamoHHeIM pecypcam 'B/10Y;

3amuUTa MEJIOCTHOCTH WH(GOpMAMU C IMeNbio moaaepkanus Bo3mMoxkHoctu ['BJIOY mo
OKa3aHMIO YCIYT BHICOKOTO KaueCcTBa U MPUHITHIO A3PPEKTUBHBIX YIIPABICHUECKUX PELICHUIH;
NOBBIIIEHHE OCBEJAOMIICEHHOCTH IOJb30BaTelned B  OONACTH  PHUCKOB, CBS3aHHBIX C
uHpopmarmonusiMu pecypcamu ['BJ10Y;

OIpe/ieNIeHUE CTENEHU OTBETCTBEHHOCTH M 00SI3aHHOCTEN COTPYAHHMKOB IO 00ECEUEHUIO
UH(POPMAILIMOHHON 0€30MaCHOCTH.

MOBBIIICHHE YPOBHS 3(PPEKTUBHOCTH, HETPEPHIBHOCTH, KOHTPOIUPYEMOCTH MEp T10 3aIIHUTE OT
peanbHbIX yrpo3 1b;

IpeoTBpallleHne U/UITN CHIDKEeHUe yiepoa or nHiuaeHToB 1b.

2.2. OCHOBHBIMU 3a/1auamMu noauTuku Ub sSBasioTCS:

paszpaboTtka TpeboBanuii mo odbecneuenuto Ub;

KOHTPOIIb BHIMIOJIHEHUS YCTAaHOBIIEHHBIX TpeOoBaHuil o obecneuenuto Nb;

noBbIIIcHHE () (HEKTUBHOCTH, HEMPEPHIBHOCTH, KOHTPOIUPYEMOCTH MEPONPHSITHA 10
obecniedenuto u nopaepxanuto Ub;

pa3paboTka HOpMATUBHBIX TOKyMeHTOB aisi obecnieuenust Ub I'BJIOY;

BBISIBJIEHHE, OLIEHKA, IPOrHO3MPOBAHUE U MIpenoTBpaleHue peanusanuu yrpos b I'BIOY;
OpraHM3alys aHTUBUPYCHOM 3amuThl HHGopMamoHHbIX pecypcoB ['B/IOY;

zanuTa nunopmanuu ['6/I0Y ot Hecankmonuposannoro goctymna (ganee- HCJl) u yreuku mo
TEXHUYECKUM KaHajlaM CBSI3H;

3. KOHHeHTyaJIBHaﬂ cxeMa odecreyeHus an)opMaunonnoﬁ 0€e30IacHOCTH



3.1.

3.2.

3.3.
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[Momutuka b T'BJIOY nanpapnena Ha 3amuTy HHPOPMAIIMOHHBIX PECYPCOB (AaKTUBOB) OT YIPO3,
UCXOAALIUX OT IPOTUBOIIPABHBIX ACHCTBUN 3JI0YMBIIIJICHHUKOB, YMEHBIIEHUE PUCKOB U
CHIDKEHHE MOTEHIIMAIBHOTO Bpeia OT aBapuil, HepeJHAMEPEHHBIX OMIMOOYHBIX JeHCTBUI
corpyauukoB I'BJI0OY, Texunueckux cO0eB aBTOMATU3UPOBAHHBIX CHCTEM, HETTPABUIIbHBIX
TEXHOJIOTMYECKUX U OpraHU3allMOHHbIX PELICHUH B IpoLeccax MoKucka, coopa XpaHeHus,
00paboTKH, MPEeIOCTaBICHUS U paclpocTpaHeHus nHpopManuu 1 odecneueHune 3pHEeKTUBHOIO U
OecniepeOoitHOTO TIporiecca eI TeTbHOCTH.

Haun0onbmnMu BO3MOXXHOCTSAMHU JUIsl HAHECEHHUs yiiep6a o0agaer coOCTBEHHBIH MepCoHa
I'BIOY. Puck aBapuii u TeXHUYECKHX COOEB B aBTOMATU3UPOBAHHBIX CUCTEMAX ONpPENENIeTCs
COCTOSIHUEM alapaTHOro 00ecreveHusl, HaJeKHOCTHIO CHCTEM SHEPTrOCHAOKECHUS U
TEJIEKOMMYHHKAIMH, KBaTU(pUKaLUENd COTPYTHUKOB UX CIIOCOOHOCTBIO K a/IeKBATHBIM U
HE3aMeUINTENNbHBIM AEUCTBUSIM B HEIUTATHON CUTYyalluu

Crparerus obecnieuenuss Ub I'BJIOY 3akntouaercss B UCMOIb30BaHUM 3apaHee pa3padOTaHHBIX
Mep MPOTUBOACHCTBHS aTaKaM 3J10YMBIIIIEHHUKOB, a TAK)KE TPOrPAMMHO-TEXHUYECKUX U
OpPraHM3allMOHHBIX PELICHUH, TO3BOJISIOINX CBECTH K MUHUMYMY BO3MOXKHBIE IIOTEPU OT
TEXHUYECKUX aBapuil U OMIMOOYHBIX JeiicTBuil coTpyaaukoB ['B1OY.

4. OcHoBHbBIE IPHHIMIIBI 00ecnedeHnst THPOPMALHOHHOI §e30IacCHOCTH

4.1.

OcHoBHBIMH NpUHIMIIAME oOecnieuenus Nb:
IIOCTOSIHHBIN ¥ BCECTOPOHHMI aHAJIN3 aBTOMAaTU3MPOBAHHBIX CUCTEM M TPYJIOBOIO IpoLEcca ¢
1IEJIBIO BBISBJICHHS YI3BUMOCTH MH(MOpMaIimoHHbIx akTuBoB [ BJIOY;
CBOEBpPEMEHHOE OOHapyKeHHe MPobIIeM, MOTEHIIHAIBHO cllocoOHbIX noBuATh Ha b I'B/IOY,
KOPPEKTUPOBKA MOJIEIIEH YIPO3 U HAPYLIUTEIS;
pa3paboTKa U BHEAPEHHE 3AILUTHBIX MED;
KOHTPOJIb 3(P(HEKTUBHOCTH IPUHUMAEMBbIX 3AILUTHBIX MEp;
nepcoHuUKAIMS U pa3zieJIieHUe poJieii 1 OTBETCTBEHHOCTH Mexay corpyanukamu ['BJIOY 3a
obecnieuenne Wb mKombl HMCXOAUT U3 MPUHIUINA [EPCOHAIBHOM W €IUHOIMYHOMN
OTBETCTBEHHOCTH 3a COBEPIIAEMBIE OIEpaLUu.

5.06beKTHI 3a1UTHI

5.1.

5.2.

OO6bexkTaMu 3aUThI ¢ TOUukH 3peHusi b B yrpaBieHun sBistoTcs:

MH(pOPMAaLMOHHBIN Iporecc NpodecCuoHaTIbHON AeATeIbHOCTH;

nHpopmannonneie akTiBbl [ B/IOY.

3amuiaeMast ”HQOpMaIus IeIUTCS Ha CIeIyIOINe BUIbL:

nHpopMarus no puHaHCOBO-3KOHOMHUYecKoH aedrensHocTy ['BIOY;

NIepCOHANbHbIE JaHHbIE — J100ast nH(pOopMalLUs, OTHOCALIAsICA K ONPEIEIEHHOMY U
OIIpeIeNIIEMOMY Ha OCHOBAaHUH TaKkoi nH(popManuu Gu3ndeckomy Uiy (CyOBbeKTy
MEPCOHANBHBIX JIAHHBIX), B TOM YHCJIE €ro (aMUIHsl, UMsI, OTYECTBO, T'OJl, MECSIII, AaTa U MECTO
POXIeHUs, afipec, CEMEHHOE, COLMAIBHOE, UMYILIECTBEHHOE MT0JI0KEHHE, 00pa3oBaHue,
npodeccus, 10X0/bl, Apyras HH(OpMaIKs;

npyras uHpopMalus, He OTHOCALIAsICSI HU K OIHOMY U3 YKa3aHHBIX BbIIIE BUJOB, KOTOpast
oTMeueHa rpupom «Jlis ciayxeOHOro noab3oBaHus» Wik «KoHUIeHINAIBHOY.

6. Tpe6oBanus o uHGOPMANHOHHOI Ge30MaCHOCTH

6.1.B orHOLIEHNHU BCEX COOCTBEHHBIX MH(POpMANUOHHBIX akTUBOB [ BJIOY, akTUBOB, HAXOAAIINXCS

nox koHtpoiem I'BJIOY, a Takke akTHBOB, HCIOJIB3YEMBIX [UIs MOINY4YEHHS JOCTyNa K
unppacrpykrype ['BJAOY, nomxkHa ObITh ONpelesieHa OTBETCTBEHHOCTb COOTBETCTBYIOLIETO
corpynauka ['BJIOY. Hudopmarus o cMmMeHe BIAJCIbIICB aKTHMBOB, WX pacHpeneieHUH,
W3MEHEHHUAX B KOH(PUTYpalluu U MCHoib30BaHUU 3a npenenamu ['B/10Y nomkHa m0BOAUTHCS



6.2.

6.3.

6.4.

6.5.

6.6.

6.7.

6.8.

1o ceenenus 3asenyromiero 'bJIOY.

Bce pabotel B npenenax 'BJIOY momxHBI BBITOTHATHCS B COOTBETCTBUU C O(UIIMATBLHBIMU
JOKHOCTHBIMU 00SI3aHHOCTSIMH TOJIBKO Ha KOMITHIOTEPAX, Pa3pPEIICHHBIX K UCTIOIh30BAHUIO.

Bce nmannbie (KOH(UICHIHMANBHBIE WX CTPOrO KOH(HIECHIIMANBHBIE), COCTABISAIONINE TailHYy
I'BAOY wu xpaHsmuecs Ha XECTKUX JUCKAX MOPTATUBHBIX KOMIBIOTEPOB, JIOMKHBI OBITH
3amu(poBaHBbI.

3aBeyIOIMH TOJIKEH MEPUOAMUYECKN NepecMaTpuBaTh MpaBa JAOCTYIIA CBOUMX COTPYAHHMKOB U
JPYruX MOJIb30BaTENEH K COOTBETCTBYIOIIUM HH()OPMAITMOHHBIM PECypCaM.

B nemsx obecnieueHusi CAHKIMOHUPOBAHHOI'O JI0CTyNa K MH()OPMAIIMOHHOMY pecypcy, JIF00on
BXOJ B CHCTEMY JOJDKEH OCYIIECTBIATHCS C KCIOIB30BAHUEM YHHKAJIBHOTO HMEHH
TOJTb30BATEINSI U TTAPOJIAL.

[Tonp3oBaTenM TOMKHBI PYKOBOACTBOBATHCS PEKOMEHIAIMSMHU TI0 3alMTE CBOETO MapoJisl Ha
JTare ero BhIOOpa M IMOCIEAYIONMEr0 MCIOIb30BaHUs. 3ampenaeTcss coolaTh CBOM Mapoib
JPYTUM JIMIAM WM TPEeIOCTABIISITh CBOKO YUETHYIO 3alUCh APYTHM, B TOM YKCJIE WIEHAM CBOEH
CEMBHU U OJIM3KHM.

B nporecce cBoelt paboThl COTPYIHUKN 0053aHbI TOCTOSIHHO MCIIOJIB30BaTh PEXUM "DKpaHHOU
3acTaBKM'" € MapojbHOM 3amuTol. PexomeHayeTcss ycTaHaBIMBaTh MAaKCHMAaJbHOE BpEMs
"mpocTost" KoMIbIOTEPA 10 MOSBICHUS SKPaHHOW 3aCTaBKU HE JI0JIbIIe 15 MUHYT.

I[OCTYH K CCTHU HHTepHeT o0ecreunBaeTCsl TOJIBKO B MMPOU3BOACTBCHHLBIX LECIAX U HC MOXKCET
HUCITIOJB30BAaThCA IJIsA HE3aKOHHOI JACATCIbHOCTH.

Pexomennosanusie [IPABUJIA:

6.9.

corpyaankam ['BJIOY paspemaercst ucmonb30BaTh ceTb MHTEPHET TOJIBKO B CITY)KEOHBIX IEIISX;
3ampelaeTcss TMocelleHne Tboro caita B ceTH VIHTepHET, KOTOpBIM cyuTaeTcs
OCKOpPOUTEIHHBIM JUTsI OOIIECTBEHHOTO MHEHUSI WM COJCPKUT WH(POPMAIUIO CEKCYATBHOTO
XapakTepa, Iporarasay pacoBoit HEHAaBHCTH, KOMMEHTapuu o IIOBOZLY
Pa3 MU/ TIPEBOCXOJICTBA TOJIOB, AMCKPETUTHPYIOIINE 3asBICHUS WIM HHBIE MaTepUalbl C
OCKOPOHMTEIbHBIMH ~ BBICKa3bIBAHMSIMH TI0 TOBOAY YbEro-muOO BO3pacra, CEKCyalbHOM
OpHEHTAIINH, PEIIMTUO3HBIX MW MOJUTHYECKUX YOCXKICHUM, HAIIMOHATHHOTO MPOUCXOXKICHUS
WJIH HEJeeCIOCOOHOCTH;
pabora corpynuukoB ['BJIOY ¢ HHrepHeT-pecypcaMH [OIMYCKAe€TCs TONBKO PEXUMOM
nmpocMoTpa uWH(OpMaIUU, UCKIIIOYasi BO3MOXHOCTh mnepeaaun uHpopmanuu ['BI0Y B cetsb
NuTtepHer;
COTPYOHHKaM, HWMEIOIIMM JIUYHBIE YUYeTHBIC 3aluCH, NPEIOCTaBICHHBIC MYOIUYHBIMU
IpoBaiifiepaMu, HE pa3pelaeTcsl Mojib30BaTbCsl MMM Ha OOOpPYIOBaHUH, MPUHAMIEKALIEM
I'b10Y;
corpynauku I'BJIOY mepen oTkpeITHEM WM pacpocTpaHeHHeM (aiioB, MOMYUYEHHBIX Yepe3
ceTh IHTEpHET, NOJKHBI MPOBEPUTH WX HA HAIMYNE BUPYCOB;
3anpemieH npoctyn B MurtepHer uepe3 cetb ['BJAOY mis Bcex maui, HE SBISIONIMXCS
COTPYJHMKAMU IIKOJIbI, BKJIFOYAsi YWIEHOB CEMbU COTPYIHUKOB.

AJMHHHCTpPATOp HMMEET MPaBO KOHTPOJIMPOBATH COAEpPNKAHHE BCEro MOTOKa HH(OpMAIHH,
MIPOXOJIAIIeH Yepe3 KaHall CBA3H K ceTu VIHTepHeT B 000MX HaNpaBlIECHUSX.

6.10. CorpymHuMKHM DOJDKHBI IIOCTOSHHO IMOMHHTH O HEOOXOAMMOCTH OOeCIedYeHus: (hU3NUIECKOM

0e30macHOCTH 000pYI0BaHMS, HAa KOTOPOM XpaHuTcs nHdopmanus ['bJIOY.

6.11. CorpyaHuKaMm 3amperieHo CaMOCTOSTENbHO H3MEHSATh KOH(QHUIYPALUIO anlapaTHOro M
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MporpaMMHOTro obecrieueHus. Bee m3menenust mpou3BoauT anmuuuctparop JIBC.

6.12. Bce kommbroTEpHOE 000pYI0BaHHUE (CEPBEPHI, CTAIIMOHAPHBIE U TIOPTATHBHBIEKOMITHIOTEPHI),
nepudepuiinoe 06opynoBanue (Hapumep, IPUHTEPHI U CKaHEPHI), akceccyapbl (MAaHHUITYIISTOPHI
TUMa "MBIII", MAPOBhIE MAHUMYIATOPHI, AUCKOBOABI Ajis CD-IMCKOB), KOMMYHUKAIIHOHHOE
obopynoBanue (Hampumep, Gpakc-MoaeMbl, CETEBbIE aJanTepbl U KOHIICHTPATOPHI), AJIs LeJei
HACTOSIIEH TOJIUTHKU BMECTe MMEHYIOTCS "KOMIbIOTEpHOE oOopynoBanue". KommbroTepHoe
000pyZ0BaHKE, MPEOCTABICHHOE IIIKOJIOH, SIBISIETCS] €€ COOCTBEHHOCTHIO M TTPETHAZHAYECHO IS
WCIIONb30BAHUS UCKITIOUUTEIHHO B MMPOU3BOJICTBEHHBIXIIETISX.

6.13. Kaxuplii COTpYAHMK, TOJYYUBIIMA B IOJB30BAHUE IOPTATHBHBIM KOMIIBIOTEP, O00sA3aH
MPUHATH HAJUIEXKALINE MEPBI IO 00ECIIEUYCHHUIO €0 COXPaHHOCTH.

6.14. Bce KOMIBIOTEPHI JODKHBI 3aIMIIATHCA MAPOJIEM IMPU 3arpy3Ke CHCTEMBI, aKTHBALUH I10
ropsiueil KJIaBHIIE U MOCTIE BBIXOAA U3 pekuMa ""DKpaHHOM 3acTaBku'". /{1 yCTaHOBKHU PEXKUMOB
3alUThl TOJNH30BATENb JOKEH OOpaTUTHCS K aIMUHUCTpaTopy. JlaHHbIE HE JOIKHBI OBITH
CKOMIIPOMETUPOBAaHbl B CIydyae XaJlaTHOCTM WM HEOPEKHOCTH, NpPHUBEALIEH K IoTepe
obopynoBanus. [lepen yrunuzanueit Bce KOMITOHEHTHI 000PY/I0BaHHUS, B COCTaB KOTOPBIX BXOAT
HOCUTENH JaHHBIX (BKIJIIOUasi KECTKHE TUCKH), HEOOXOIMMO MPOBEPSATH, UTOOBI YOEIUTHCS B
OTCYTCTBMM Ha HHUX KOH(i)I/II[eHHI/IaJIBHBIX JAaHHBIX W JIMIOCH3WOHHBIX IPOAYKTOB. I[OJI)KHa
BBITIOJIHSITECSL  TIporieaypa (opmMaTUpOBaHHWS HOCUTENEH WHQOpMAIMU, HWCKIIOYAroIIast
BO3MOXKHOCTb BOCCTAHOBJICHUS TIaHHBIX.

6.15. Tlpu 3amucu kakoii-mu60 HHPOPMAIMH Ha HOCUTEINb TSI TepeIadn CyOheKTaM, Y4acTBYIOIINM
B MH(OPMALIMOHHOM OOMEHE, He0OXO0AUMO YOEIUThCA B TOM, YTO HOCHTEIb YUCT, TO €CTh HE
COJZICP>KUT HUKAKUX MHBIX TaHHBIX. [IpocToe nepedopMaTrpoBaHne HOCUTEINS HE TAeT TApaHTUU
TIOJTHOTO Y/aJIeHUs 3allMCaHHON Ha HEM MH(OPMAIUH.

6.16. Tloptsl mepenayn gaHHBIX, B ToM uncie CD IUCKOBOIBI B CTAIMOHAPHBIX KOMITBIOTEPAX
corpynaukoB ['BJIOY OnokupyroTcs, 3a HCKIIOYEHHEM TeX CIydaeB, KOrJa COTPYIHHUKOM
MOJIYYEHO pa3pelleHre Ha 3alIUCh OT aIMUHHUCTPATOPA.

6.17. Bce mnporpamMHoe oOecliedeHre, YCTaHOBIEHHOEe Ha mpegocTaBieHHoM ['BIOY
KOMITBIOTEPHOM 000PYI0BaHKH, ABJIAETCS cOOCTBEHHOCTRIO 'BJIOY 1 IOMIKHO UCITOIB30BaThHCS
HUCKIIIOYUTCIIBHO B ITPOMU3BOACTBCHHBIX LCIIAX.

6.18. CorpymHukam 3amperiaetcs YyCTaHABIMBATH Ha MPEIOCTABICHHOM B IOJNB30BaHUE
KOMITBIOTEPHOM 00OpYJOBaHHU HECTaHIAPTHOE, HEIHUIEH3HOHHOE IPOrpaMMHOE 00eCIeueHUe
WIM TIporpaMMHOe oOecrieueHre, HE HUMEIONIee OTHOIICHHS K WX MPOM3BOJCTBEHHOW
JesaTenbHOCTH. Eciii B X0/1e BBIMOIHEHNST TEXHUYECKOTO 00CITyKUBaHUS OyeT oOHapyKEHO He
pa3pelIeHHoe K YCTaHOBKE MPOrpaMMHOE o0ecriedeHrne, OHO OyneT yaasieHo, a COOOLIeHne O
HapylIeHUH OyJeT HallpaBJIeHO HEMoCpeICTBEHHO 3aBeaytoniemy ['BJIOY.

6.19. Ha Bcex TOPTAaTUBHBIX KOMIIBIOTEPAX JIOJDKHBI OBITh  YCTAHOBJEHBI IPOrPAMMBI,
HeoO0XouMble 171 00ecrevueHus 3alUThl HH(OpMaIUU:

"  [IEpPCOHAJIbHBII MEKCETEBOU DKPaH;
®  AHTUBUPYCHOE MPOrpaMMHOE 0OeCIeueHHE;
" pporpaMMHoe obecrieueHre MuppPoBaHUs KECTKUX JUCKOB.

6.20. Corpyauuxu I'BJIOY HE JOJIXKHBI:
"  GIOKMPOBATh aHTHBUPYCHOE MPOrPaMMHOE 00ECIIEUEHHE;
"  yCTaHaBJIMBATh JPYroe aHTUBUPYCHOE POrPaMMHOE 0OECTIEUEHHE;
"  W3MEHATHh HACTPOMKHM W KOH(PHUIYPAIMIO aHTHBUPYCHOIO IPOrPAMMHOIO OOECIICUECHUSI.

6.21. DneKTpoHHBIE COOOIIEHUsS! HOIKHBI CTPOTO COOTBETCTBOBATH CTaHAApTaM B O0JIAaCTH
JIe0BOM 3TUKHU. Mcronb30BaHUE 3JIEKTPOHHOM MOYTHI B JUYHBIX LENSIX HE JOMYCKAaeTCs.
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CorpynHuKaM 3ampeniaeTcss HampaBisaTh KoHQuaeHmuanpHyto wuHopmamuio ['BJIOY mo
AJICKTPOHHOW TouTe 0e3 HMCIONb30BaHUsA cucTeM mmdpoBanus. CTporo KoH(puUaACHITHATHHAS
unpopmarus I'B/IOY, HU mpu KakuX OOCTOSTENHCTBAX, HE IMOMAJEKHUT MEPECHUIKE TPETHUM
JIMLAM TI0 JIEKTPOHHOMU IOYTE.

6.22. Ucnonb3oBanue corpyaaukamMu ['BJIOY mMyONUYHBIX MOYTOBBIX SIIIUKOB AIICKTPOHHON

MOYTHI OCYIIECTBISICTCA TOJNBKO IPH COTJIAaCOBAaHUM C OTBETCTBEHHBIM 3a OOecredeHue
6e3ormacHOCT HH(OpPMaLIUY MTPH YCIIOBUU TPUMEHEHHS] MEXaHU3MOB U (POBAHUS.

6.23. Corpymuuku I'BJIOY nns oOMeHa MDOKYMEHTaMH JOJDKHBI MCIOJNL30BaTh TOJNLKO CBOM

ouManbHBINA apec IEKTPOHHOM MOYTHI.

6.24. CooOuienus, nepechulaeMble MO DIEKTPOHHOH II0YTE, MPEACTABIAIOT COOOM IOCTOSHHO

I/ICHOJ'IB?)yeMI)Iﬁ HHCTPYMCHT IJIA 3JICKTPOHHBIX KOMMYHHKaHHﬁ, HMCIOIIUX TOT KC CTATYC, UTO
n nucCbMa, U (baKCI/IMI/IHBHBIC COO6H.[CHI/I$I. 9J'ICKTpOHHBIC COO6]J_ICHI/I$I MmoJIC)KAaT TAaKOMY IKC
YTBCPKACHUIO U XPAHCHUTIO, YTO U MPOUYNC CPCACTBA TMCbMCHHBIX KOMMYHI/IKaI_[I/If/’I.

B nensax npenorspanieHus omuOoK Mpu OTIpaBKe COOOUIEHUI MONIb30BATENH MEepe] OTIPABKOM
JOJKHBI BHUMATEIBHO MPOBEPUTH MPABUIHLHOCTh HAMMMCAHUS UMEH H aJIpeCcOB mojyyareneil. B
cllyyae TMOJY4YeHMs] COOOILIEHHUS JIMLIOM, BHUMAHHUIO KOTOPOrO JTO COOOILIEHHE HE
MpelHa3HayaeTcs, Takoe COOOlIeHHe HEOOXOIUMO TMEpenpaBUTh HEMOCPEACTBEHHOMY
MOJIyYaTelto.

6.25. He momyckaercst py UCIIOb30BAHUS JIEKTPOHHOM MOYTHI:

pacchlika COOOIIEHMH JIMYHOTO XapakTepa, HCIHOIb3YIOIUX 3HAYUTEIbHBIE PECYpPCHI
AJIEKTPOHHOM MOYTHI;

pacchlIKa peKJIaMHbIX MaTepHUasoB;

MOJNMKMCKAa Ha pPAcChUIKY, y4yacTHE B JUCKYCCUSIX W TOAOOHBIE YCIYTH, HCIONIB3YIOIINE
3HAUUTENbHBIE PECYPCHI AIEKTPOHHOM MOYTHI B TUUHBIX LENSX;

IIOUCK M YTEHHE COOOILEHM, HalpaBJIEHHBIX IPYTUM JHIAM (HE3aBUCHMO OT cIlocoba MX
XpaHeHus);

IepechlUIKa JIIOOBIX MaTEpUaoB, KaK COOOIIEHUH, TaK U IPUIIOKEHUHN, COJEPKAHUE KOTOPBIX
ABISICTCA ~ IPOTHBO3AaKOHHBIM,  HENPUCTONHHBIM,  3JIOHAMEPEHHBIM,  OCKOPOHUTEIbHBIM,
YIPOXKAIOLINM, KIEBETHHUYECKHM, 3JI00HBIM WJIM CHOCOOCTBYET MOBEICHUIO, KOTOPOE MOXKET
paccMaTpuBaThCS KAaK YTOJIOBHOE NPECTYIUIEHHWE WM aJMUHHMCTPATHBHBIA MPOCTYNOK JHOO
IPUBOAUT K BO3HUKHOBEHHIO TI'PaXKJAaHCKO-TIPAaBOBOM OTBETCTBEHHOCTH, OECIOPSAIKOB WIH
IPOTUBOPEUUT CTaHJApTaM B 001aCTU ITUKH.

6.26. Bce momp30BaTeNM AOMKHBI OBITH OCBEOOMIIEHBI O CBOEM OOS3aHHOCTH COOOmaTh 00

HU3BCCTHLBIX WJIM NMOAO3PEBACMBIX MU HAPYHICHUAX I/IH(1)OpMaI_[I/IOHHOI‘/‘I 6630HaCHOCTI/I, a TaKiKe
JOJI?KHBI OBITH HpOI/IH(I)OpMI/IpOBaHBI 0 TOM, YTO HHU IIPH KAKUX 00CTOSATENBCTBAX OHU HE JOJIDKHBI
MBITAaTHCS UCIOJB30BaTh CTABIINE UM HU3BSCTHBIMU CJIa0bIe CTOPOHBI CUCTCMbI 0E€30MIacHOCTH.

6.27. B cioydae Kpad IEPEHOCHOIO KOMITBIOTEpA CIIECAYET HE3aMEIUTEIbHO COOOUIIUTD

3aBeayomemy ['BIOY.

6.28. Ecnu umeercst mogo3peHIe WK BBISBICHO HAIMYME BUPYCOB WMIIM MHBIX Pa3spyHIATEIbHBIX

KOMIIBIOTEPHBIX KOJIOB, TO Cpa3y Mocjie UX OOHapyKEHUs COTPYJHHUK 00s13aH HE UCIOIb30BaTh
U HE BKJIIOYATh 3apaKEHHbII KOMIIBIOTEpP, HE TIOJICOEAUHATD 3TOT KOMIIBIOTEP K KOMITBIOTEPHON
CeTH ILIKOJIBI 10 TEX MOp, TOKa Ha HeM He Oy/IeT MPOU3BEICHO yaleHne 0OHApYKEHHOTI'0 BUpYyca
Y TIOJTHOE aHTUBUPYCHOE CKAHUPOBAHHUE a]MUHUCTPATOPOM.

Corpynnukam I'6/I0Y 3AITPEILIAETCA:

HapylaTts HHpopMalroHHyto 06e3onacHocts ['BJIOY;
CKaHWPOBATh TOPTHI MJIM CHCTEMY OE€30I1aCHOCTH;
KOHTPOJIMPOBATH PabOTY CETH C IEPEXBATOM JaHHBIX;
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" [OJy4YaTh JOCTYN K KOMITBIOTEPY WMJIM YYETHOM 3amucu B 00XOJA CHUCTEMbI WICHTHU(UKAIUU
10J1b30BaTeIIs WM OE30I1aCHOCTH;

* epenaBaTb MHPOPMALUIO O COTPYAHMKAX WM crucku corpynHukoB I'BJIOY noctopoHHMM
Iunam;

" co3gaBaTh, OOHOBIATH WM  paclpoOCTPaHATb KOMIIBIOTEPHBIE BUPYCBI UM IIpodee
paspyLIUTEIbHOE MPOrpaMMHOE 0OeCTIeYeHHE.

6.29. OTBETCTBEHHOCTh 32 COXPAaHHOCTh JIAHHBIX HA CTAllMOHAPHBIX W  TIOPTATUBHBIX
MEPCOHANIBHBIX KOMITLIOTEPAX JIEKUT Ha TOJIH30BATESX.

6.30. HeoOxoauMo peryisipHO JelaTh pe3epBHbIE KOIIMU BCEX OCHOBHBIX CIY)KEOHBIX JaHHBIX U
MPOrpaMMHOT0 00€CTICUEHUS.

7. Yupasiienue HH(POPMAIMOHHOI 0€30NMaCHOCTHIO

7.1. Yapasnenue b T'BJIOY Brirouaet B ceos:
» Pa3paboTky u moazepkaHue B akTyalbHOM cOCTOsTHUY [TonmuTtuku nHbOpMamoHHON
0€30I1aCHOCTH;
* Pa3paboTKy 1 HoJiep>KaHie B aKTyaTbHOM COCTOSTHUHM HOPMAaTUBHO- METOJMYECKUX
JTIOKYMEHTOB 10 oOecnieuennio Ub;
» obecrneueHue OecriepeboitHOr0 (QyHKIIMOHMUPOBAHUS KoMILIekca cpencTs Ub;
"  OLEHKY PUCKOB, CBSI3aHHBIX C HapymeHusmu Ub.

8. Peanmzanus noaMTHKH HHGOPMANHOHHON (€30MaACHOCTH

8.1. Peamuzanus IMomutukn WB TBJAOY ocymiecTBiasercs Ha OCHOBAaHUU  JIOKYMEHTOB,
pPETNIaMEHTHPYIOIIUX OT/IeIbHBIC MPOLIEIYPHI U MPOLIECCHl MPOPECCHOHATBHON NESTEIBHOCTH B
yIpaBJICHUH.

O. Nopsinok BHeceHWs] W3MeHEHHMHi W JONOJHEHWIiT B NOJMTHKY WH(POPMALMOHHOI
0e3omacHOCTH

9.1. Baecenue u3MeHeHui 1 fonoaHeHu# B [1oMuTHKy HHPOPMAIIMOHHON 6€30MacHOCTH
IIPOU3BOAUTCS HE PEXKE OJHOIO pa3a B TPU I'0Jia C LEJIbIO IPUBEICHUS B COOTBETCTBUE
onpenencHHbIX [IOTUTUKON 3aIUMTHBIX MEp PEAIBHBIM  JKM3HEHHBIM  YCIIOBUSIM u
TEKYLUM TpeOOBAHUSAM K 3aIIUTe HHPOpMaIUH.

10. Kontpous 3a cob0aenneM NoJIUTHKA HHGOPMAIMOHHO 0€30M1aCHOCTH

10.1. Tekymmii KOHTPOJAL 3a  COOJIOJEHHMEM  BBINOJHEHHs  TpeboBanuii  [loaMTHKM
nHpopmarmonHoir O6e3omacHoctd ['BJIOY Bo3naraercss Ha COTpyIHWKA, Ha3HAYCHHOTO
npukasom 3asegymouero '6JIOY.

10.2. 3aseayrommii I'BJIOY Ha peryispHOi OCHOBE pacCMAaTPUBAET PEANM3AIUIO M COOJIOICHHIE
OTAENBHBIX MonokeHuil [lomutukn nHGOPMAIIMOHHON 0E30MaCHOCTH, a TaKXKE OCYIIECTBIISET
MOCJIC YOI KOHTPOJIb 32 COONIIOCHUEM €€ TPeOOBaHMIA.

JOKYMEHT MOZMUCAH 3MEKTPOHHOM MOAMUCHIO

roCYAAPCTBEHHOE BHO/DKETHOE [10LLIKOJIbHOE OBPA3SOBATE/IbHOE 26.06.23 19:50 (MSK) Ceptudukat 4B94EED45AD913BC76B57704B73AB1B6
YYPEXXAEHWE OETCKUU CAQ N2 55 MPUMOPCKOIo PAOHA
CAHKT-NETEPBYPIA, MaTteveHko CBeTnaHa HukonaesHa, 3aBeayoLumii




